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Towering leaders 
Statues of  seven former kings erected at Ratchaphakdi Park in Prachuap Khiri Khan’s Hua Hin district. The last statue of  King Rama V, far right, was being put in place 
yesterday afternoon as a crowd of  visitors gathered to pay respect to the statues. TAWATCHAI KEMGUMNERD

E-bank theft a piece 
of cake for hackers 

Customers, mobile phone firms 
must boost weak cyber security, 
writes Wassayos Ngamkham

T he recent arrest of three former 
computer engineering students who 
hacked into the well-protected infor-

mation of e-banking customers has thrown 
the spotlight on the risks facing such elec-
tronic transactions.

The Central Investigation Bureau (CIB) 
is warning customers, banks and third par-
ties such as mobile phone service providers 
that they are all partly responsible for the 
vulnerability of e-banking and that their 
security measures for electronic banking 
systems are unreliable.

Hackers have found ways to steal pass-
words and banking information, and gain 
access to customers’ accounts and e-bank-
ing services to steal their money, it says.

While stressing the need for banks, 
mobile phone signal operators and cus-
tomers to be alert to cyber robbery, police 
said they are ready to launch a systematic 
crackdown on the hackers.

Pol Lt Gen Thitirat Nongharnpitak, the 
CIB chief, launched the campaign after 
finding there are large numbers of victims 
nationwide. But victims are not getting 
adequate help because they have filed com-
plaints with district police stations where 
officers have limited personal and techno-
logical resources to pursue the wrongdoers.

The CIB’s Technology Crime Suppres-
sion Division decided it would have to 
figure out how the wrongdoers break into 
security systems and steal money from 
people doing e-banking.

One important clue was obtained after 
the arrest of three former university stu-
dents who studied computer engineering 
and used their skills in a criminal way to 
get quick money.

The arrests followed a compliant lodged 
by Phakamat Butsayabut with the Technol-
ogy Crime Suppression Division on July 17. 
Ms Phakamat had noticed that 163,500 baht 
was transferred out of her bank account 
via e-banking without her knowledge four 
days earlier.

Using their expertise, officers at the divi-
sion tracked the activity online and were 
able to locate the suspects in little more 
than a week.

The officers found them in Yala and 
nabbed the three suspects on July 28 in the 
province’s Muang district. Officers seized 
computers and mobile phones which the 
gang used to ask for One-Time Passwords, 
or OTPs, often used during financial trans-
actions over the internet.

OTPs are a set of numbers given via 
mobile phones to a customer and are valid 
for only one login transaction. OTPs are 
used with a specific cell phone that the 
customer has registered with the bank. 
The password is used to authenticate the 
customer for making a single online trans-
action. It is regarded as more secure than 
user-created passwords.

But Khanchit Iaosakun, 26, one of the 
three arrested suspects, told police how 
they can still crack this security system.

Pol Col Somphon Daengdi, deputy chief 
of the Technology Crime Suppression Divi-
sion, said the gang used malware, a mali-
cious software spread through emails and 
dubious websites, that allows hackers to 
gain access to personal information kept 
in computers.

Once Mr Khanchit acquired this infor-
mation, he and his alleged accomplices — 
Thongchai Kaeosiphut, 27, and Kornnatsa 
Aphithanaphiphat, 28 — used the victims’ 
personal information, such as birth dates, 
to forge identity cards.

They used photocopies of the fake iden-
tity cards to apply for new Sim (Subscriber 
Identification Module) cards, carrying the 

victim’s mobile phone number, and used 
that to ask for the OTP from banks.

Once they had the OTP, they transferred 
the victim’s money into accounts they had 
set up, Pol Col Somphon said.

The gang said they had been doing this 
for about a month and preyed on many 
bank customers.

“Within a few minutes after getting the 
Sim cards they could be off with the victims’ 
money,” Pol Col Somphon said.

Victims may not even know their old Sim 
cards had been cancelled by their mobile 
phone service providers until it was too late.

Another method employed by gangs is 
to use a computer virus to steal personal 
information from victims.

First, the hacker gang builds fake bank 
websites and lures victims to make financial 
transactions on them, giving out passwords 
and other information in the process.

The hackers use this information to 
transfer money from the victims’ accounts 
on the banks’ real websites, according to a 
police investigation.

“Officers need to know these tricks to 
plan for ways to prevent the crime,” Pol Col 
Somphon said.

He said his agency needs to gather vic-
tims’ complaints nationwide and use them 
to track down hackers.

Pol Lt Gen Thitirat said the arrest of other 
suspects in Rayong last month led police 
to suspect there might be connections 
between the hackers and those running 
illegal football gambling websites.

It is possible the people running the 
gambling websites may be selling infor-
mation about their customers.

The Technology Crime Suppression 
Division is tracking down a list of suspects 
for this type of high-tech crime. But this 
alone will not be enough.

“All sides [banks, customers and third 
parties] must join hands to build a much 
better security system, if we truly want to 
tackle the cyber crime problem,’’ Pol Col 
Somphon said.

Contact Crime Track:  
crimetrack@bangkokpost.co.th
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Taxi drivers who park illegally on Vibhavadi 
Rangsit Road in front of Don Mueang air-
port will be fined up to 1,000 baht, accord-
ing to  the Metropolitan Police Bureau 
(MPB).

The measure comes after a 
long line of taxis caused a traf-
fic jam on the road leading to 
Laksi intersection, deputy MPB 
commissioner Nipon Charoen-
phon said. 

The illegal parking also 
causes congestion up to the 
National Memorial, he said. 

Many passengers tend to 
leave the airport to find a taxi 
because of the big queues 
inside, Pol Maj Gen Nipon said.

Traffic police will be posi-
tioned in the area to clear the problem 
quickly, he said. 

Meanwhile, a total of 187 motorcycle taxi 
drivers in Bangkok were caught violating 
various laws during a six-day operation 
which ended on Thursday.

The operation was jointly carried out 
by police, army and city law enforcement 

officers. 
Of the motorbike taxi drivers caught, 

126 were using unregistered motorcycles 
and fined up to 2,000 baht, said Teerapong 
Rodprasert, director-general of the Depart-
ment of Land Transport (DLT). If they re-
commit the offence, they will have their 

driving licence suspended.
He said 47 were caught 

without their taxi vest or with 
no helmet and they were each 
fined up to 1,000 baht. 

Seven taxi drivers did not 
have correct licence plates and 
they were fined up to 10,000 
baht each. Five drivers failed to 
pay vehicle taxes and they were 
fined up to 2,000 baht each. 

Two failed to present their 
driving licences and they were 
fined up to 1,000 baht. 

“The move to regulate motorcycle taxis 
in Bangkok is in line with the policy of the 
National Council for Peace and Order,” said 
Mr Teerapong. The check was carried out 
to make sure vests, drivers, identification 
cards and vehicles matched, he said. The 
operation was also to make sure drivers 
don’t rent out their vests.

Errant taxis hit with 
fines at Don Mueang 

Security guards face tough 
new standards regime

SPECIAL REPORT: Shakeup boosts public 
confidence but risks aggravating 
worker shortfalls, write Penchan 

Charoensuthipan and  
Taam Yingcharoen

A 
new law to regulate the secu-
rity guard business is expected 
to ensure more safety for the 
public, but tougher rules also 
mean some guards might find 

it hard to keep their jobs.
The bill passed its third reading before 

the National Legislative Assembly (NLA) 
last week on a vote of 172 to 1. Five NLA 
members abstained. 

According to the bill’s advocates, the 
industry needs to be regulated because 
people’s lives and properties are at stake. 

Companies providing security staff have 
been springing up with uneven standards, 
the bill’s preamble says.

The bill will help set industry-wide 
standards and improve the performance 
of guards, it says.

The push for the changes followed an 
incident in September last year, when a 
former security guard allegedly killed a 
four-year-old girl nearby an apartment 
building where he had worked as a guard 
in Bangkok’s Bukkhalo area. 

Police said the former guard was not a 
Thai national. The owner of the security 
service company which hired him said 
the firm was forced to hire foreign work-
ers because of an industry shortage.

The bill will come into effect 120 days 
after it is announced in the Royal Gazette.

The bill states that security guard pro-
viders must meet the new required stand-
ards to be able to obtain certification to run 
their business.

Security guards must seek permission 
from registrars, undergo background 
checks and attend training certified 
by registrars.

The registrar in Bangkok is the Metro-
politan Police Bureau commissioner while 
each provincial police chief is the registrar 
in other provinces.

Guards must be at least 18 years old and 
have finished Mathayom 3 (Grade 9) at 
school or higher.

They cannot be alcoholics or drug abus-
ers. A sexual abuse conviction also bars 
them from the profession.

The push to prohibit sex abusers 
was driven by NLA member  Wallop 
Tang-kananurak.

Even those who have been freed 
from jail are at risk of re-offending, said 
Mr Wallop.

Fellow NLA member Nipatha Amorn-
rattanamaeta agreed, saying that sex 
offenders rarely change their behaviour.

According to the original draft, former 
inmates are also barred from jobs as guards 
for the first three years after their release 
from jail. The NLA committee changed 
the wording to expand the period to five 
years instead. 

The bill, meanwhile, is seen as giving 
greater credibility to the profession. 

Security guards play a role in helping 
police and maintaining peace in society, 
the bill says.

Watcharapol Bussamongkol, presi-
dent of the Security Services Association 
of Thailand (SSAT), supported the idea of 
regulating the industry and setting stand-
ards for guards.

But the bill tends puts too much 
emphasis on supervising security service 
companies, and not enough on career pro-
motion for guards, he said.

The committee on security service busi-
ness supervision, set up by the legislation, 
must give operators enough time to adapt 
to the changes, he said.

“Authorities should relax the require-
ment that guards must have completed 
Mathayom 3 or higher. More than half the 
guards finish only primary education,” 
he said.

A shortage of security guards is a major 
issue, he said.

He also expressed concerns about 
the impact of the law on small opera-
tors, which make up 70% of an industry 
employing about 200,000 people.  

They must also pay 50,000 baht for a 
permit, which might come as a burden 
for small operators already hit with social 
security contributions, tax and other 
expenses, he said.

Referring to supervisory committee set 
up under the bill, he said people in the 
industry will not automatically have seats 
on the panel. 

They can be chosen to sit as part of a 
quota of experts but they must be nomi-
nated by the panel’s chairman, who is 
the police chief, and endorsed by the 
prime minister.

The law should make it easier for the 
industry to be represented on the panel, 
he said.

He said the law should also include 
measures to ensure people can be com-
pensated in the event of damage caused 
by guards’ negligence.

Insurance companies should be 
brought in to shoulder the cost, accord-
ing to Mr Watcharapol.

A guard with 20 years experience who 
works for the War Veterans Organisation 
of Thailand said his employer is unlikely to 
have problems with the changes.

He said his superiors have carried out 
checks to ensure guards have completed 
Mathayom 3.

“Efforts to regulate the security guard 
industry will help boost consumer con-
fidence and the image of the profession,’’ 
he said.

He said, however, the bill should 
have included clauses on welfare and 
allowances to raise the living standards 
of guards.

“I have to work 12 hours a day. If I take 

a day off, I will be unable to earn enough 
to feed my family,” said the guard.

He said many guards have left the 
industry because of the meagre earnings.

Many earn just 300 baht a day, on par 
with the daily minimum wage, regardless 
of experience.

He also called on the government to roll 
out a campaign to support savings among 
guards to ensure they have money for their 

retirement. Chinnakorn Junkao, 37, has 
been working as a guard for eight months.

“I hope there is some sort of safety net 
for those who have long finished school 
and who later wish to work as guards like 
me,” he said

“If you start late, you lose the oppor-
tunity to work in this sector. What would 
we be left with — jobs as labourers on a 
construction site?”

A 72-year-old 
security guard at 
a water control 
building in 
the Makkasan 
lake. PATIPAT 
JANTHONG

Nipon: Takes action 
on traffic jams


